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PRIVACY LIABILITY COVERAGE

n ]

INSURANCE APPLICATION 12”0 NIV'27 AV 091V
Part |l - General Information 1270 VTN - 127N
1. Name of Company: Ness-Ziona Municipality :NNANN DY .1
2. Address: HaBanim 9, Ness-Ziona NNIYY NAIND .2
3. Date Established: 1883 :ANPZATUIN L3
4. Contact Person: .9.N .4
5. Contact Person: :[1970 A Z7A70

7' N NAIMD
6. Business Description: Local Goverment :NN2ANN NIZ'WO IIND .6

Part Il - Requested Coverage D'YIan D10 - 2 P7Nn

Coverage A - Privacy Liability (including employee privacy)

(TA1Y NI'ON9 7712) NI'0I9N NNON - X '10'D

Coverage B - Security Breach Response NNDAN NX'M97 NARN NI17V1 D'AVYA 7101 '10'D - 110D

Coverage C - Security Liability NNDAX NXT9 - 210D

Coverage D - Multimedia Liability N'TA'O7IN AIMNAN =T 110"

Coverage E - Cyber Extortion 12"0 1912/N0'N07 '10'D - N 10D

Coverage F - Business Income and Digital asset restoration D707 D'021 DANI TAYI ZOYUN NIOIDN [TAIN - 1'10'D

°© RN KKK

el " 1 - 1 !
Coverage G - PCl DSS Assessment DI7YN '0'0ID N"WYN 7V 01N NNDAN |70 NDWA - T'10'D

(PCI DSS)

Gross Annual Revenues: J'NIY NI01DN ITNNA
ROW D71yn USA/Canada NTZ/2"NN Israel N

Prior Year: NN Y
Current year: rnon mvy
Estimated next year: :IN2N MW7 DDA
Number of employees: :D'T2I1Y 190N
Percentage of annual transactions paid by debit/credit card: JNAWN '0'DID NIYYANA NIYXIANN NI'MIY NINZOY TINN
Average Transaction value NYXINN D70y W
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Part Ill - Privacy Liability

NI'oND N19N - 3 77N

Do you have a Chief Privacy Officer who is responsible

NI'0ION NNN DINA 7Y 'NINND DMYA XY N7 W' DND .1

j . S Yes @ > No OX?
for your Data Protection and Privacy legislation? NN NWNDA D7'7NN NO'DN 7V 'KANKA IN N1aNa
e . NI'0ON
If no, what position is responsible for management
of, and compliance with your privacy policies?
P v P yp NNOVAN NIN'TA 71N 7V 'NOINN NN DI DTN N7 DX
202 DTNYNINNANA NITDION
Do you store, process and or transmit any of the NIDIWNI D'NANN TANTYN IN TAYA JONNA ANN DX .2
following on Your Computer System: 17w avnnn
Credit card information 'NIWN 0'01D 1IN)
Customer Information NINIP?7 vy
Healthcare information 'NI9 VTN
Money/Securities information 1Y NNt/ 903
Trade Secrets D'"NON NITIO
Intellectual Property Assets 1NN M7 '02)
If you accepts credit cards for payment, do you Yes @ > No O X7 |DXD,'NIWX'0'0D NIYXANA DI7UN7 D'D0N NNX DX .3
compliant with applicable data security standards VA71¥ D"OWI7IN YTNA NNDAN 7N TRV DNX
issu.ed by ﬂ_nancial institutions that you transacts DN'Y NINZOY UNXAN AW DUOII'ON NITOINN T 7u
business with (e.g. PCl standards) 2(PCI 7N AMAITY)
Do you outsource any part of your network, computer | Yes @ o No O N7 |2¥nnnNIDWA 7W ANLANIN 71IU9NN INW7D 77N DNN - .4
system operation or security? 2YIN IR Y DY)
If Yes, do you require such vendors to: 17N 0'790N WAIT NNX DNA LD DX
A) Indemnify you for legal liability arising out of
. . . N9'WNN NYANN N'OOVA NIAN |22 NIV DY N
the released information due to their fault or YesOp No ON? 2990 |In|)< .y nmwmlwgmj JTA
negligence? B ' '
B) Demonstrate adequate security policies and NTIAY D700 NI PZN YT NNDAX NINFTN N'DINT .2
) q yp Yes@p NoON7 | ' e '
procedUFES? ?DI]Inn
Are you aware of any release, loss or disclosure of ,S'ON9 YT 7¢  NO'WN IN 711 ,N'717 YTIN DAN DXD .5
personally identifiable information in its care, custody YesOpp No @ x7 |1wonm 7¢ IX ANZTNAN IX JN0'7W ANNIYAA TWN

or control, or anyone holding such information on
behalf of you in the most recent three year time
period from the date of this Application?

If yes, describe any such release, loss or disclosure:

?NIINAND DY 3717002 ,NTD YT'N2 7'TNNN

:019 NIX |D DX
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Part IV - Computer Systems Controls avnn NIDWN NP2 - 4 77N

1. Do you have: AN W OND 1
A) a disaster recovery plan? Yes @ > No ON? N9IN0L7 7¥ NPN7 DIZ'Y NNON N
B) a business continuity plan? Yes @ o No O X7 |N9N00j7 7¢ Nj7nd N'{70V NI7'WO \WNN7 N'1dN .2
C) an incident response plan for network intrusions Yes®> No O XY 20111 IN WA A TR UK 20N A9 3

and virus incidents?
How often are such plans tested? 21T N'IDN NIN2A NNYTN IT'NA

2. Do you have strict revocation procedures on user Yes @ > No O X7 |D'wWnnwn NRniawn? D™MTop 7101 '701 17 W' DA .2
accounts following employee termination? 2NTIAYN DI'O WNN7

3. Do you have a program to periodically test or audit Yes @ > No O X7 |Nnpa NZ'T2 IN DI'NA7 N'N9IZN N'ION 17 W' DN .3
security controls? 2NNDANN

4. Do you have firewall protection systems to prevent Yes @ D No O X7 | X701 UIN7 "7 WX NNIN NDN NIDWA 7 W' DX .4
unauthorised access to the computer systems? 22wNNN NIDWNY N'wAin

5. Do you have intrusion detection software to detect Yes O > No @ X7 | X7 DTN NINT7 'TD AN'TN AT NIDIN N7 W' DNA .5
unauthorised access to computer systems? 2awNn NIDWNY7 N'wAINn

6. Do you use Anti-Virus software? Yes @ > No OX?7 | 722 ['w12 Ol 'OIN NIDIN D'WYNAWN DAX DX .6
If yes, How often do you update the anti-virus Automati dat DNX T AN 73 |2 DX 72N2N1 2WNNN NIDWN
software? utomatigsupdates 20101 'OIND NIDINY [IDTY D'YXAN

(ronIoIN 12TY)
Weekly ('v1aw)
Monthly ('wTin)
Other (NN)
7. s all valuable/sensitive data backed-up by you on a Yes @ > No O X7 2'MI' 0'01 7Y DOT 7Y NANN WIN /7' VTN 7D DN 7

daily basis?

) ;112N YXINNAA V'7DNN NN "X N X7 DN
If no, describe the procedure used by the company:

8. Is at least one complete back-up file generation Yes @ o  No O N7 |,YInD NOAINAI [ONIXAD TAN '22 NIND7 D" DNA .8
stored and secured off-site separate from your main 201200 AWNNN TR ZNINN NXA IN 11912
operations in a restricted area? D" DN [IONN/1297 D'D'70N NX D9 X1 ,X7 DN

If no, describe the procedure used by the company,
if any, to store or secure copies of valuable/sensitive
data off-site?

9. Do you have and enforce policies concerning when Yes Op No @ X7 [IN N'N19 MIYPAN [MIU7 NO'OX NIN'TA NN DX .9
internal and external communication should be 209NN NINY NDMIN AWN NN
encrypted?

10. Are all laptop computers and portable media (e.g. Yes Op No @N7 |"V Dm AT 2NN DTN DAYNND 70 DN .10
“thumb drives” ) protected by encryption? No data is kept Jocaly on laptops and all work is via remote terminals 019NN

11. Have you suffered any known intrusions (i.e., Yes Op No @ X7 |IX ,NNDIN NX'O IN ,N'PZIN N7 DTN NN DXA .11
unauthorised access or security breach) or denial of JNNINNXD DIV WIZYW 17002 D' NUIN7 NI97NN
service attacks relating to its computer systems in the 20WUP720 NWIN TVINN

most recent three year time period from the date of
this Application?

If Yes, describe any such intrusions or attacks,
including any damage caused by any such intrusions,
including lost time, lost business income, or costs to
repair any damage to systems or to reconstruct data
or software, describe the damage that occurred, and
state value of any lost time, income and the costs of
any repair or reconstruction:
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Part V - Multimedia exposure
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N'TN'07IN7 N9'WN - 5 77N

complaint or cease and desist demand alleging
trademark, copyright, invasion of privacy, or
defamation with regard to any content published,
displayed or distributed by or on behalf you?

If yes, please provide details regarding any such
demands:

,DXI NIMDT ,'IN0N [N'0 7Y NI7V2 N709N7 NWAT
IXIN , D009V [DIN7 Y211 YN [IW7 IN NI'0197 NN
2NYAIN T 7V YOIN IN

:N7N NPT 'A27 D'0N9 "X NIN,|D DX

. Do you have a procedure for responding to allegations| Yes O > No @ X7 | 2X¥ [2IN7 ON'2 NIVL 7V DANDN7 V'70 17 W' DX 1
that content created, displayed or published by you ¥ NN9N IN DION 0T AIINNN )T 20 DONION IX AXIN
is libellous, infringing, or in violation of a third party's 20w WY TY 97U AMDA9A NINOT
privacy rights?
Do you have a qualified attorney review all content Yes O > No @ X7 |InI019197 |2IN 7D 172NN N0 TV 7 W' DXA .2
prior to posting on the Insured’s Internet Site? 277w DINDIXN NN
If yes, does the review include screening the content D'0L'9N NAY [DIN NPITA N771D NIZ'AN DN LD DN
for the following: :D'N2N
Copyright Infringement Yes Op No ONX? DIXI AMDT NYON
Trademark Infringement Yes O > No ON? MNON N'0 7W 19N
Invasion of Privacy Yes Op No ONY A9 N TN
If no, please describe procedures to avoid the posting yin? nin 7y 0'MO0INN 07010 NN NN K1, X7 DX
of improper or infringing content: :D'XIT NIIDT 9N IN D7IN X7 |2IN 7¥ DIONO
There internal reviews by qualified PR
personel on all outgoing publications
. Within the last 3 years, have you ever received a Yes O o No @ X7 |IX'NW7DNI7N N72'7 DXN,NNINNKD DIWA 377002 .3
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Part VI - Prior Claims and Circumstances

NIY'AN |I'01 - 6 77N

1. Do you currently have insurance in place covering YesO> No @ X? 2971IN2 NI01A YD 7 W DN 1
media, privacy or network security exposures? :D'N2N D'0I9N NN "X, [0 DN
If yes, please provide the following:
Current Insurer: 'N211 NLAN
Policy Period: 917N
Limits of liability: :NIMNN NI712)
Deductible: :N'MYXY NI9NNYN
Premium: A0
Retroactive Date: 17N TINN

2. Has any professional liability, privacy, network security| Yes O > No @ X7 |NI'INX NI0'A2 JNIX NDA7 NAYO NIV'A NNAN DN .2
or media insurance ever been declined or cancelled? IN 22T NID'A IN DY NNDAX ,NI'0ID  N'UINTN
If yes, please explain: 019,12 DN 2NT 210N NIV'A 1702

3. Have you ever received any claims or complaints Yes O1p No @ N7 |[nnyd? vind NiZn IX NIY'AN DYS 'X N72'7 DND .3

with respect to allegations of invasion of or injury to
privacy, identity theft, theft of information, breach of
information security, software copyright infringement

N19N ,UTN N2 NINT N2, NIF0N97 AN'TN 12TA
IN DIDIN 7¢ DN NIMDT 7¢ 219N LUTN NNLDAN
17227V NINIZ77 DUTIAN'XINZ NYATIV IX [DIN NN9N

or content infringement or been required to provide

P L2 QWK YT 7W D717 TUN IN 70192
notification to individuals due to an actual or '
suspected disclosure of personal information? NIAN7 VNN IN DIYO ,NY'AN 70 7V D'0N9 |"X D DX
If yes, provide details of each such claim, allegation or DI20 721, 1071WY IX I07MY D77 IN D'TOON , N7V
incident, including costs, losses or damages incurred #Y70 NIL'A NO'7I9 197 TOOND D7IWY
or paid, and any amounts paid as a loss under any
insurance policy:

4. Have you been subject to any government action or YesOp No @x?7 |D'pZnd IX N'AWNN NI7'U91 21Yn N"D DNN - .4
investigation regarding alleged violation of any privacy IX NI'OYO P7IN 7D 7W DNINDZ NNON7 VI N'NZwNN
law or regulation? 2mpn
!f yes,_ple_ase provide details of any such action or 7N DN IN DIV 2D 7V D109 MY D DN
investigation:

5. Have you ever experienced an extortion attempt or Yes O o No @ X7 0N DI7¥N NWATIN NO'NO |I'0 N'IIN DYD 'N DNA .5
demand with respect to its computer systems? 277V 2IWNNN NIDWNY?

If yes, please provide details: :D'0Y9 |"X,|D DN

6. No director, officer, employee or other proposed Yes O> No O N7 |7 ANN NDIAN IX TAIW NN XY JI0PYT7 ' .6
insured has knowledge or information of any fact, NP0V IN VNN , QXA NI2'0Y ,NTAIY 7D 7Y YT IN
circumstance, situation, event or transaction which OYNY UNINN AIDAN 'O U AVANY DINIY D'7I7U0
may give rise to a claim under the proposed insurance NP7
except as follows:

If no such knowledge or information, check here None (XD [0 X1 ,NTD UT'N IN UT' |'N DX

The undersigned is an authorised employee of the prospective
named insured and certifies that upon reasonable enquiry the
answers herein are true, correct and complete to his/her best
knowledge and behalf.

N{7'T2 '2 TWNNI 'ZN'X10I9N NLIANN 7V QWA Ta1Y 1'A DA DINNN
NINZAI NI T LN 1D DT NY'9IND NIAIYAD D dN7Yn N1ao0
Nrnani /Ny 20?7

X HEENEN

Signature & Stamp nnnini an'nn Position Tpon Full Name of Signature nninn 7v X'7n Dv Date yxn

Signing this application shall not constitute a binder or obligate
this insurance
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